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Information Technology Policy

The IT Policy of SNDT College of Home Science, Pune, is designed to govern the
use of information technology resources and ensure a secure, efficient, and
responsible IT environment within the institution. This policy outlines the
guidelines and responsibilities that students,  faculty,  staff,  and  any  other
stakeholders  must  adhere  to  while  utilizing  IT  facilities and services at  the
college.

1. Responsible Use of IT Resources:  All users of IT resources at SNDT College of Home
Science are expected to use these facilities responsibly and in compliance with applicable laws
and regulations. This includes but is not limited to respecting copyright laws, intellectual
property rights,  and  refraining  from  engaging  in  any  unauthorized  access,  hacking,  or
distribution of illegal content.

2. Access Control and Authentication: Access to IT systems and networks is subject to
appropriate authentication methods. Each user is provided with unique credentials, such as
usernames  and  passwords,  to  ensure  accountability  and  control  over  access  to  sensitive
information. Users are responsible for safeguarding their login credentials and must not share
them with others.

3. Data Security and Confidentiality:  Protecting the confidentiality and integrity of data is of
utmost  importance. Users are required to adhere to data classification policies and handle
sensitive  information  with  the  utmost  care.  Any  transfer  of  sensitive  data  must  be  done
securely and in accordance with established protocols.

4. Network Usage and Bandwidth Management: The college's network resources are meant for
academic  and  administrative  purposes.  Excessive  or  inappropriate  use  of  bandwidth  that
hinders the network's performance is prohibited. Streaming high-definition videos, downloading
large files, or engaging in activities that excessively consume bandwidth may be subject to
restrictions.

5. Personal Devices and Bring Your Own Device (BYOD): Users may be allowed to connect
personal devices to the college's  network under certain conditions and with prior approval.
However, these devices must comply with security policies and standards to prevent
unauthorized access or data breaches.
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6. Software and Application Usage: Only authorized software and applications may be
installed on college-owned computers and devices. Users must refrain from using pirated or
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unauthorized software, as it is illegal and poses security risks.

 7. Reporting Security Incidents: Users must promptly report any suspected security breaches
or incidents to the designated IT authorities. This includes the loss of devices, data breaches,
malware infections,  or any other suspicious activity that may compromise the college's IT
infrastructure.

8.    Compliance and Training: All users are required to undergo IT security training and
awareness programs. Compliance with the IT policy is mandatory, and failure to adhere to the
policy may result in disciplinary action, including the suspension of IT privileges.

9.  Continuous  Improvement  and Review:  The IT Policy  will  be periodically  reviewed and
updated to adapt to technological advancements and address emerging security concerns.
Feedback from users and stakeholders will be considered in the policy's continuous
improvement process.

The IT Policy of SNDT College of Home Science, Pune, serves as a crucial
framework to foster a secure and productive IT environment. By promoting
responsible use of IT resources, ensuring data security, and encouraging
compliance,  the  college  aims  to  provide  a  seamless and efficient
technology experience for all members of its academic community.
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Bills and letters for projector purchase -2020
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Bills and letters for projector purchase -2021
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Smart classroom and Xerox
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WIFI purchase orders
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